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I. INTRODUCTION

HE remarkable proliferation of broadband information

technology requires that data be transmitted at high
speeds and long distances over fiber optic networks. As with
other communication media, fiber optics are subject to security
and privacy threats, especially when the network spans large
geographic domains encompassing different national interests.
Even within the jurisdiction of a single country, treats from
both internal and external security attacks are ever-present.
Therefore, providing both confidentiality and privacy in today's
fiber optic networks is a critical need.

Although confidentiality and privacy can be supported
through conventional higher-layer services, these security
objectives may be better supported in the physical or “optical
layer” by using the unique and ultra-fast properties of optical
signal processing [1], [2]. In particular, confidentiality can be
supported by optically processing and encrypting the data in
real time without generating an electromagnetic signature [1].
Similarly, privacy can be supported by using optical techniques
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Digital Object@ e Is, so the eavesdropper cannot

digitize the encrypted signal. Without decrypting the data when

receiving the optical signal, the eavesdropper is unable to re-

cover the data.

Previously proposed optical signal processing techniques can
effectively protect the security and privacy of the data; how-
ever, they still have several disadvantages. For example, optical
XOR logic encrypts the transmitted data with another data se-
quence by performing XOR logic of the two data sequences. Be-
cause the encrypted data signals remains in digital form [3]-[9],
even if the eavesdropper cannot find the correct key, the data
can be recorded and recovered using post-processing decryp-
tion. Chaos encryption effectively solves this problem, but it
requires synchronization between the transmitter and receiver,
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technique that protects the transmitted signal with analog noise,
a key generation technique based on neuromorphic spike pro-
cessing, and optical stealth transmission methods that can hide
the existence of signals. Both the optical encryption and key
generation techniques utilize all-optical signal processing, as
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Fig. 2. Schematic diagram of analog noise encryption system.

Fig. 3. (a) Eye diagrams of the encrypted signals with the interference can-
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Fig. 5. Schematic diagram of key generation based on neuromorphic spike processing.
B. Key Generation Based on Neuromorphic Spike Processing

Neuromorphic spike processing—a hybrid analog and dig-
ital processing technique inspired by neuroscience—is a sparse-
based coding scheme where information is encoded as events.
It takes advantage of both the bandwidth efficiency of analog
computation and the noise robustness of digital computation
[32], making the spike-based approach attractive for informa-
tion processing. Recently, there has been a significant interest
in photonic bio-inspired computing [33]-[42] in which the bio-
physics of neural computation algorithms are exploited in the
context of harnessing the high speed, high bandwidth, and low
crosstalk available to photonic interconnects [40]-[43] to po-
tentially grant the capacity for complex, ultrafast categoriza-
tion and decision-making [35]. This could provide a wide range
of computing and signal processing applications (e.g., adaptive
control, real-time embedded system analysis, and cognitive RF
processing).

Here we propose the simple idea of using photonic neuro-
morphic signal processing for key generation. More specifically,
our scheme involves exploiting the public data to generate a dy-
namically changing spike-based key by employing a nonlinear
dynamical excitable system. The generated key can be used for
optical encryption. A system is said to be excitable if it is at an
attracting equilibrium state, but can be triggered by a small per-
turbation to produce a large am a df
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Fig. 8. Optical steganography based on ASE noise (EDFA: erbium doped fiber
amplifier; ASE: amplified spontaneous emission).
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Fig. 9. (a) Eye diagram of public channel without stealth channel (b) Eye dia-
gram of public channel with stealth channel (c) Spectrum of public channel with
and without stealth channel. This figure is from [60].

ASE-based steganography uses spontaneous emission to
transmit signals, which is fundamentally different from tradi-
tional fiber channels. Traditional fiber channels are carried by
lasers and the SNR can be increased by increasing the power of
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Fig. 10. Comparison of traditional Tor and Steganography assisted Tor (SAT).

We note that today’s networks are easily susceptible to
traffic analysis attacks that compromise user anonymity [71],
[72]. For example, a network adversary, such as a malicious
ISP or a router, can eavesdrop on user communications to
infer the identity of communicating parties, thus violating
user anonymity. Even the use of encryption techniques does
not provide anonymity. Encryption only hides the contents of
the communications, but does not protect the identity of the
communicating parties.

The conventional approach for hiding the identities of the
communicating parties is known as layered encryption, or in an-
other words, the “Onion Router” (Tor) [73]-[75]. The Tor net-
work is a deployed system for anonymous communication. If
Alice wants to send a message to Bob, Alice chooses a path with

1191



1192 IEEE JOURNAL OF SELECTED TOPICS IN SIGNAL PROCESSING, VOL. 9, NO. 7, OCTOBER 2015

and pure noise with either temporal or spectral domain anal-
ysis. In this way, optical stealth
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